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Consultation on social media guidelines - Summary of responses 
 
Introduction 
 
This is a summary of responses to the public consultation undertaken by the Crown 
Prosecution Service (CPS) on the revised Guidelines on prosecuting cases involving 
communications sent via social media.  
 
The Guidelines were first published as interim Guidelines in December 2012. They were 
consulted on and finalised Guidelines were published in June 2013. 
 
We decided to refresh the Guidelines, to reflect a number of recent legal and social 
developments and to clarify various aspects of the Guidelines.   
 
The main revisions we made were: 
 

• Additions to the section on Category 2 offences, which previously related only to 
harassment and stalking. The section now includes guidance on: the new offences of 
Controlling or coercive behaviour and Disclosing private sexual images without 
consent; offences under the Sexual Offences Act 2003; and Blackmail.  

• New sections on: Violence Against Women (VAWG); Hate Crime; False or offensive 
social media profiles; Ancillary Orders; and Victim Personal Statements.  

• Greater clarity around the application of the Evidential and Public Interest stages of 
the Full Code Test and Article 10 ECHR considerations.  

 
We launched a ten week public consultation on the revised Guidelines on 3 March 2015. 
The purpose of the consultation was to provide interested persons with an opportunity to 
provide comments and to ensure the final version of the Guidelines was informed by as 
wide a range of views as possible.  
 
 
The consultation  
 
The consultation was published on the CPS website and publicised in a number of other 
ways: we sent direct letters from the DPP to key stakeholders and the DPP met with some 
stakeholders; we held a round-table session with the CPS Community Accountability Forum; 
we presented the Guidelines at one of the CPS’ Scrutiny Panels; we alerted our Area VAWG 
and Hate Crime Coordinators and our Equality and Diversity Community Engagement 
Managers; we circulated the Guidelines to other Government departments; and we 
published the consultation internally within the CPS through our intranet.  
 
The consultation asked 5 questions: 
 

1. Does the expanded section on Category 2 offences - Communications targeting 
specific individuals - cover all the main offences of this type? If not, what other 
offences might be covered? 
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2. Does the new section on VAWG cover the key issues in social media VAWG offences? 
If not, what other issues might be included? 

3. Does the new section on Hate Crime cover the key issues in social media Hate Crime 
offences? If not, what other issues might be included? 

4. Does the new section on Ancillary Orders cover the main principles to consider when 
imposing conditions and prohibitions relating to internet use and access? If not, 
what other principles might be covered? 

5. Do you have any further comments on the revised Guidelines on prosecuting cases 
involving social media?  

 
 
Method of Analysis 
 
We received 42 responses, all of which have been analysed, including any received after the 
consultation closed. A breakdown of the source of the responses is at Annex A. An overall 
evaluation of whether responses were positive (answered the question in a manner that 
suggested the guidance was likely to be helpful), or negative (suggested that the guidance 
needed to be significantly amended or that the focus was incorrect), or neutral (which 
includes responses that suggest some revisions) is shown at Annex B.  
 
Each response to each question was analysed separately and the main points were 
identified and carefully considered. Not every respondent gave specific answers to each 
individual question but their views were considered. However, this summary does not 
address each and every point made by respondents. 
 
 
General Observations 
 
A number of respondents requested that more detail be provided on specific issues or 
offences already covered in the guidance, such as of Controlling or coercive behaviour and 
Disclosing private sexual images without consent.  
 
In some instances we have provided more information or links to other CPS guidance or 
policy on the particular offence. However, in many instances, we have not done so, as a link 
to more detailed CPS guidance had already been provided and the purpose of these 
Guidelines is to provide a consistent approach to prosecutor decision making on social 
media cases, rather than a detailed examination of the numerous issues and offences 
generated by social media activity.  
 
Some respondents asked for the Guidelines to cover broader cyber-enabled and cyber-
assisted offences. We have not done so, as these Guidelines are about offences involving 
communications, and we intend to publish separate legal guidance on cybercrime.   
 
Other respondents asked for further clarification and examples of Category 4 grossly 
offensive communications that meet the high threshold for prosecution, including VAWG 
and Hate Crime cases. We have not done this, as we do not think it appropriate to define 
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the threshold beyond what the courts have said. Moreover, it would not necessarily assist 
prosecutors to be given an extensive list of examples, as each case will turn on its own facts.  

 
We received a number of responses that addressed issues outside the scope of the 
consultation or the guidelines, most of which we have not included in this Summary. These 
include: 
 

• Suggestions for a change of law, including a framework or matrix of offences, 
sentences and sanctions.  

• Matters relating to police practice, procedures and investigation issues, including the 
length of investigations and police right of review schemes.   

• Suggestions relating to the practice, processes and procedures of social media 
platforms. 

• Requests for inclusion of offences that are not communications offences.  
• Matters relating to a particular case or personal experience. 

 
However, where appropriate, we have passed on suggestions and responses to relevant CPS 
policy leads, such as those for VAWG and Hate Crime, so that they may consider them in the 
context of those portfolios.  
 
 
Revisions 
 
In light of the responses received, we have made a significant number of further changes to 
the Guidelines, including 6 new sections or subsections on: 
 

• Overlapping hate crime. 
• Vulnerable and intimidated witnesses. 
• Community impact statements. 
• Reporting and preventing abuse on social media. 
• Obtaining social media evidence. 
• Jurisdiction. 

 
We have also made some revisions unrelated to responses received, either because of 
further matters that have come to our attention or simply to clarify the text or correct any 
inaccuracies. One example is the reiteration of the Code public interest factor for 
prosecuting offences where the victim was at the time a person serving the public. A 
number of social media attacks are made against public servants, such as teachers, MPs 
and, in a recent publicised case, a judge, and we wish to remind prosecutors that the Code 
seeks to protect those who are offended against whilst serving the public.  
 
 
Summary of Responses to Specific Questions 
 
This section provides a summary of the key points and themes raised in response to each of 
the questions, and the changes made as a result of the feedback.  
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Question 1 
Does the expanded section on Category 2 offences - Communications targeting specific 
individuals - cover all the main offences of this type? If not, what other offences might be 
covered? 
 
There were 27 responses to this question.  
 
Suggested changes that we have not made included:   
 

• The introduction of a “trolling magnitude scale”, instead of the 4 categories of 
offence types: we disagree, as the 4 categories are based on specific offence types 
and have proved useful in practice since their introduction 3 years ago. 

 
Specific changes as a result of feedback 
 
1. One respondent suggested that we should not use the term “revenge pornography”, as 

it is misleading, inappropriate and insensitive. We agree and we have amended the title 
of the sub-section to Disclosing private sexual images without consent, and we explain 
that the offence is known colloquially as “revenge pornography”. We shall also revise 
the relevant legal guidance.   
 

2. “Sexting” was referred to by a number of respondents. We have added guidance on this 
in the section on Disclosing private sexual images without consent.  

 
3. An additional example of ways in which a person may commit the offence of Controlling 

or coercive behaviour, by limiting access to and use of social media.  
 
4. We have added “stalking” to the sentence which explains the potential for overlapping 

offences.  
 
5. We have added a reference and link to the section on hate crime.  
 
 
Question 2 
Does the new section on VAWG cover the key issues in social media VAWG offences? If 
not, what other issues might be included? 
 
There were 32 responses to this question.  
 
Suggested changes that we have not made included:   
 

• VAWG should be reflected throughout the guidelines. We disagree, as it would not 
be appropriate to reflect VAWG throughout, as the guidelines are broader than 
VAWG. However, we have added some further cross references to the VAWG 
section, where appropriate.  
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Specific changes as a result of feedback 
 
1. A number of respondents suggested that the section places too much focus on women 

and girls, to the exclusion of other vulnerable victims; and that there was insufficient 
emphasis on crimes committed against men and boys, which should be given more 
recognition.  

 
The introduction to the section does indicate that CPS VAWG policies apply to men and 
boys, as well as to women and girls. However, we have made some revisions to the 
introduction, to try to make it clearer that the VAWG policy and the section in particular, 
applies to men and boys.  

 
2. We have also created a new section on Vulnerable and intimidated witnesses, which 

addresses the issue of vulnerable victims and reminds prosecutors to consider whether 
“special measures”, to assist the victim to give evidence, are required.   

 
3. We have added further examples of cyberstalking:  

• “Baiting”, or humiliating peers online by labelling them as sexually promiscuous. 
• Making unwanted indirect contact with a complainant, which may be threatening or 

menacing. 
• Placing “photoshopped” images of persons on social media platforms - this example 

is explained further in the section on “False or offensive social media profiles”.   
• Hacking into social media accounts and then monitoring and controlling the 

accounts. 
 
4. We have added cyberstalking to the examples of social media offending in the sub-

section on Non-social media VAWG offences. 
 

5. We have included a reference in the VAWG section to the way in which social media can 
be harnessed to commit specific types of offending or behaviour against women and 
girls, such as honour based violence and forced marriage.   

 
 
Question 3 
Does the new section on Hate Crime cover the key issues in social media Hate Crime 
offences? If not, what other issues might be included? 
 
There were 28 responses to this question.  
 
Suggested changes that we have not made included:   
 

• Highlighting in the guidelines any areas of under-performance on hate crime: we do 
not consider the guidelines to be the appropriate place to address any performance 
issues.  

• Introducing a duty of care for reckless communications: we cannot do this as law 
change is outside the scope of the consultation.  

• Assessing the “grossly offensive” test subjectively in hate crime cases: we disagree, 
as the law states otherwise, although we have already included text from DPP v 
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Collins which indicates that we need to consider whether the message is liable to 
cause gross offence to those to whom it relates. 

• Removal of the word “banter”, as an acceptable form of communication: we 
disagree, as this is taken from case law, and we must apply the law.  

 
Specific changes as a result of feedback 
 
1. We have added to the hate crime section a brief summary of the wider international 

context of CPS hate crime policy.  
 
2. We have added a sub-section under “Hate crime” on “Overlapping hate crime”, to 

indicate that where people are targeted for a number of overlapping reasons, such as 
race, religion, disability, gender or sexual orientation, we will apply the relevant CPS 
policies.  

 
3. A number of respondents requested information on Community Impact Statements. We 

have added a new section on these, which assist prosecutors to make charging decisions 
and courts to determine the appropriate sentence in cases where offending causes 
specific harm to a particular community.  

 
4. We have added a reference to a further European Court of Human Rights authority on 

anti-Semitism and Article 10: M’Bala M’Bala v France, which relates to a comic 
performance.  

 
5. We have added a reference and link to the legal guidance on Prosecuting cases of 

homophobic and transphobic hate crime in the sub-section on “Sentencing uplift”.  
 
6. A number of respondents said it is important that prosecutors understand the meaning 

and context of particular hate crime language or slurs, so that they can properly assess 
the degree to which it may cause offence. We have added a line to stress this in the Hate 
Crime section.  

 
 
Question 4 
Does the new section on Ancillary Orders cover the main principles to consider when 
imposing conditions and prohibitions relating to internet use and access? If not, what 
other principles might be covered? 
 
There were 24 responses to this question.  
 
Suggested changes that we have not made included:   
 

• Guidance on stalking protection orders: these have been consulted on by the Home 
Office but are not yet available. If they become available, we can amend the 
guidelines.  

• Inclusion of non-molestation orders: these are civil, not criminal orders (although 
breach can be dealt with by criminal prosecution), and are not available to 
prosecutors or the police.  
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Specific changes as a result of feedback 
 
1. We have provided information on sending court orders that prohibit a person from using 

social media sites to relevant social media platforms, so that the person’s account can 
be taken down. 

 
2. One respondent suggested that Domestic Violence Protection Orders are not available in 

online abuse cases. This is incorrect, but we have clarified the conditions that need to be 
met to obtain an order, explaining how this may be met by online abuse.  

 
3. We have expanded on when it may be necessary to prohibit use of social networking 

sites, by reference to the case of R v Henson [2016] EWCA Crim 425. 
 
 
Question 5 
Do you have any further comments on the revised Guidelines on prosecuting cases 
involving social media? 
 
There were 31 responses to this question.  
 
We received a large number of further suggestions for amending the Guidelines, many of 
which we have adopted.  
 
Suggested changes that we have not made included:   
 

• Revise the guidance on the high threshold for prosecuting category 4 cases. We 
disagree, as the threshold reflects the case law.  

• The use of penalties to fine social media platforms if they fail to meet a standard 
duty of care: this is beyond the scope of the consultation.  

• The difficulty caused to police investigations by platform tools that allow anonymous 
communications and encryption of communications. This is outside the scope of the 
guidelines. However, we have provided links to cyber security websites.  

• One respondent suggested we link factors (a) and (b) in the section on Article 10, so 
that factor (b) – removal of the communication - can only be considered if factor (a) 
applies – the suspect has expressed genuine remorse. We disagree: these factors 
were separated following the consultation in 2013, and it seems appropriate to 
consider them separately. 

• Re-iteration of information on prosecutors’ responsibilities to victims and witnesses, 
provided in Legal Guidance and the Victims’ Code of Practice: since this is available in 
these other documents, we do not agree that we need repeat it in the Guidelines.  

• A request that we use the term “gender identity” throughout the document, instead 
of both “gender identity” and “transgender identity”: the reason we use both terms 
is because they reflect the language used in statute and in the Code for Crown 
Prosecutors. 

• A greater use of out of court disposals, such as cautions and conditional cautions, for 
low-level offending, so as not to overburden the courts: since we do not charge a 
category 4 offence unless a high threshold is met and, as far as we are aware, the 

http://infonet.cps.gov.uk/infonet/legal/Documents/OD_000076.pdf
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courts are not overburdened with these offences, we do not require a policy to make 
more use of OOCDs in this area.   
 

Specific changes as a result of feedback 

1. One respondent suggested that the Guidelines be divided into two parts, offence types 
and other issues, to improve clarity. We agree and we have done this.  

2. A number of respondents asked us to define what we mean by “social media” in the 
Guidelines. We have done this in the introduction.  

3. A number of respondents requested clarification on whether re-sending, re-tweeting, 
and sharing communications could amount to an offence. The introduction already 
explained that re-sending and re-tweeting does constitute an offence. We have now 
added sharing to this list.  

 
4. One respondent requested clarification on the liability of social media platforms; and 

another respondent raised the question of liability of online media outlets for comments 
placed under news articles. We consider that the potential criminal liability of social 
media platforms and online newspapers is unlikely to be an issue in the vast majority of 
cases, and therefore too peripheral to merit inclusion in the Guidelines.  

5. A number of respondents provided or requested useful information to assist people who 
may be victims of online abuse. We have included such information in a new section on 
Reporting and preventing abuse on social media.  
 

6. A number of respondents suggested that guidance could be provided on how to obtain 
digital evidence. A new, short, section on Obtaining social media evidence has been 
inserted, to direct prosecutors to other internal guidance on this subject.   

 
7. One respondent suggested that we clarify the section on The Public Interest by dividing 

the factors into separate bullets, as per the format used for Article 10 factors. We agree 
and we have done this.  

 
8. One respondent was concerned with the impact on victims who are targeted for social 

media abuse as revenge for reporting a criminal offence. In effect, the victim is offended 
against twice. We have added a factor under the public interest to cover this - The victim 
is targeted in response to the victim reporting a separate criminal offence. 

 
9. One respondent requested that the Guidelines cover communications from prisoners to 

the victim of their crime. We have added a factor under the public interest to cover this - 
A person convicted of a crime subsequently contacts the victim of that crime, or their 
friends or family.  

 
 

10. A number of respondents requested guidance on attacks by different people or 
campaigns of harassment on social media, sometimes referred to as “virtual mobbing”. 
We clarify in the section on category 4 offences that those who encourage such attacks 
may be charged with encouraging an offence under the Serious Crime Act 2007. We 
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have also included this as a factor to consider under the targeting of specific individuals, 
in the section on the public interest.  

 
11. A number of respondents requested clarification of jurisdiction issues, such as where 

material is posted in another jurisdiction but published in the jurisdiction of England and 
Wales. We have addressed this by adding a new section on Jurisdiction, which includes a 
link to the CPS guidance on Jurisdiction.  

 
12. We have clarified that the time limit for bringing prosecutions under Section 127 of the 

Communications Act 2003 was extended to three years by s51 of the Criminal Justice 
and Courts Act 2015. 

 
13. In the section Initial Assessment, The reference to “robustly” prosecuting cases in 

Categories 1-3 has been removed, to avoid any misperception that we would not also 
robustly prosecute Category 4 cases. The different approach to these categories of cases 
is now more clearly explained, by reference to the Full Code Test.   

 
14. One respondent suggested we refer to “special measures” in the Guidelines. This has 

been included in the new section on Vulnerable and intimidated witnesses: see under 
question 2 above.  

 
15. One respondent requested further examples of false or offensive social media profiles: 

we have added an example of a “photoshopped” image.  
 

16. One respondent suggested a reference to witness intimidation, which we have included 
under category 1, Threats.  

 
17. One respondent requested guidance on internet fantasy chats, which graphically discuss 

the sexual abuse of children. We have referenced the case of R v GS in the section on 
category 4 cases, indicating that a charge under the Obscene Publications Act 1959 may 
be appropriate.  

 
18. We have added the offence of Stalking involving fear of violence or serious alarm or 

distress, s4A of the Protection from Harassment Act 1997, to the section on category 1 
offences, Threats.  

 
19. The reference in Category 3 to the “victim” of a sexual offence has been amended to the 

“complainant” of a sexual offence, in line with section 5 of the Sexual offences 
(Amendment) Act 1992.  

 
20. The reference to “offences” under the Contempt of Court Act 1981 in the section on 

Initial Assessment has been amended to ”contempts”.  
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Next Steps 
 
The interim Guidelines have now been replaced by the final Guidelines, which comes into 
effect on 10 October 2016, and are published with this Summary.  
 
CPS prosecutors will receive training on the functionality of social media applications in 
Autumn 2016.  
 
 
Conclusion  
 
We are very grateful to everyone who responded to the consultation. We are content that 
the responses and analysis have led us to make changes that have resulted in clearer, 
improved guidelines. 
 
 
Annex A 
Source of the Responses 
 
Total number of responses: 42 
 
 
ACADEMIC Professor Clare McGlynn Durham University 
 Dr Imran Awan Birmingham City University  
 Helena Webb University of Oxford 
   
CPS Local Scrutiny and 

Involvement Panel 
North East Area 

 Local Scrutiny and 
Involvement Panel 

Wessex Area 

 Local Scrutiny and 
Involvement Panel 

East of England Area 

 Community Accountability 
Forum 

Headquarters 

 Geoff Carr Operations Directorate 
 Gill Riley CIP Panel Member 
 Angela Clarke Hate crime scrutiny panel 

member 
   
INDIVIDUAL Name not supplied  
 Nick Roslund  
 Elizabeth Marsh  
 Name not supplied  
 Rajveer Athwal  
 Phillip Herbert  
 Barbara Hewson  
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LEGAL Jonathan D. C. Turner UK Lawyers for Israel 
 Senior Presiding Judge Royal Courts of Justice 
 Janet Arkinstall The Law Society 
 Tony Meisels The London Criminal Courts 

Solicitors’ Association  
   
ORGANISATION Alexandra Barker Victim Support 
 Laurence Eastham Blackstone's Criminal 

Practice 
 Jonathan Bishop 

 
Action on Digital Addiction 
and Cyberstalking 

 Rishi Saha Facebook 
 Simone Benhayon All Rise 
 Mike Whine Community Security Trust  
 Ann Moulds Action Scotland Against 

Stalking 
 Charlotte Lynch NSPCC 
 Sian Hawkins Women’s Aid and Welsh 

Women’s Aid 
 Kristiana Wrixon Suzy Lamplugh Trust 
 Annie Ruddlesden End Violence Against 

Women Coalition 
 Iman Abou Atta Tell MAMA 
 Gideon Falter Campaign against anti-

Semitism 
 Christl Hughes GIRES 
 Radhika Handa Southall Black Sisters 
 Nick Pickles Twitter 
   
PUBLIC SECTOR The Right Honourable 

Michael Gove MP 
Former Lord Chancellor and 
Secretary of State for Justice 

 DS Kirsty Bishop Thames Valley Police 
 Susan Bickle Office of Dorset Police and 

Crime Commissioner 
 Baroness Newlove of 

Warrington 
Victims Commissioner for 
England and Wales 

 D/Inspector Ivan Reaney Thames Valley Police  
 Hayyan Ayaz Bhabha APPG on Islamophobia 

House of Commons  
 DCS Ben Snuggs Hampshire Police 
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Annex B  
Numbers and Percentages of Positive, Negative and Neutral Responses 
 
This annex provides an evaluation of whether responses to each question were:  
 

• Positive (answered the question in a manner that suggested the guidance was likely 
to be helpful); or  

• Negative (suggested that the guidance needed to be significantly amended or that 
the focus was incorrect); or  

• Neutral (includes responses that suggest some revisions).  
 
Q1 Does the expanded section on Category 2 offences - Communications targeting specific 
individuals - cover all the main offences of this type? If not, what other offences might be 
covered? 
 
Positive  14 / 33% 
Negative  3 / 7% 
Neutral  10 / 24% 
No response  15 / 36% 
 
 
Q2. Does the new section on VAWG cover the key issues in social media VAWG offences? If 
not, what other issues might be included? 
 
Positive  17 / 40% 
Negative  5 / 12% 
Neutral  10 / 24% 
No response  10 / 24% 
 
 
Q3. Does the new section on Hate Crime cover the key issues in social media Hate Crime 
offences? If not, what other issues might be included? 
 
Positive  16 / 38% 
Negative  2 / 5% 
Neutral  10 / 24% 
No response  14 / 33% 
 
 
Q4. Does the new section on Ancillary Orders cover the main principles to consider when 
imposing conditions and prohibitions relating to internet use and access? If not, what other 
principles might be covered? 
 
Positive  18 / 43% 
Negative  1 / 2% 
Neutral  5 / 12% 
No response  18 / 43% 
 



Consultation on social media guidelines - Summary of responses       1 
 
 
Q5. Do you have any further comments on the revised Guidelines on prosecuting cases 
involving social media?  
 
Positive  7 / 17% 
Negative  4 / 9% 
Neutral  20 / 48% 
No response  11 / 26% 
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